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Abstract. One of the problems encountered by many couples in to-
day’s social dating world is the issue of commitment. This problem arises
whenever one of the involved persons is willing to commit to a long term
relationship, while the other person is not yet willing to commit to the
same goal.
In this short note we show a simple craptographic solution to the prob-
lem, that we believe may reduce the issue of this problem significantly,
and would allow today’s couples to address more burning issues, namely,
whether the toilet seat should be always left in the sitting position.

1 A Quick Introduction

In a recent survey held in the EU, it was found out that many young couples
find themselves in a vicious (and famous) deadlock. This deadlock follows the
fact that at some point of time, one of the members of the couple feels that he
(or she) is willing to commit to the relationship (e.g., moving to live under the
same roof, getting married, bringing kids to the world), while the other person
is still not willing to commit to the same action.

This problem is extremely acute in instances where the person who is still
unwilling to commit, remains indecisive for a long period of time. As the person
willing to commit is usually disappointed with the lack of commitment from the
unyielding person, this gap is usually very stressful for the relationship, and may
even lead to the (quite expected) end of the relationship.

In this work, we suggest a solution to the problem, and prove its completeness
under the Diffie-Hellman gap. The suggested construction is both efficient and
easy to follow, and from experiments we conducted on 100 lab rats, have extended
the length of relationships by a factor of π (mostly because the rats were trying
to understand why their partner was discussing cryptography with them).

2 Notations

In this paper we use the following notations:

– A — stands for Alex, who is willing to commit,



– B — stands for the partner of A who has commitment issues, and cannot
really see how wonderful A is.

– C — A’s friend who has a secret crush on A, and waits for A to throw B out
the windows, so he (or she) could date A.

– D — the normal distribution (also referred to as N (0, 1)).

3 The Proposed Solution

Our proposed solution is quite simple. Once A reaches the level that he (or she)
is willing to commit to B, then A announces this to B. At this point usually one
of three scenarios is unfolded:

– B announces his (or her) eternal love to A, leading to a happy relationship,
and an increase in the expected revenue of divorce lawyers in A and B’s
country (of about 33% of the expected cost of a divorce).

– B feels threatened by the show of feelings from A, and as he (or she, even
though, it is usually he) thought that the main purpose of the relation-
ship was to hang around in A’s apartment and watch cartoons, runs away
screaming.

– B enters a catatonic shock and retreats from the world for a period of time
which is distributed according to D.

Of course, none of these scenarios may use our solution. But in the rare case
where B may be willing to commit at the future, he (or she) invokes the following
craptographic commitment schemes:

1. B picks a large prime number p at random and a generator g of Z∗

p .

2. B picks a string x, which is related to the commitment (the human commit-
ment) in a manner we describe below.

3. B computes a commitment c = gx mod p and offers this as the craptographic
commitment to A.

The string x is of course the secret of this commitment, and it is to be
chosen according to the related human commitment at hand. For example, if
the discussed commitment is marriage, then x is chosen to be a date, a location,
and the number of attendees in the ceremony (and where applicable, the length
of the reception, and whether formal dress code is required). When the discussed
commitment is bringing a child to the world, then x obviously contains a list of
agreed names to the newborn. It is left as an exercise to the reader to define x

for other commitment issues.

At this point A has received what is known as a weak commitment, i.e., a
proof that B may consider a real commitment later, but that B believes that
he (or she) will offer the full commitment in the future, thus bridging the gap
between the expectations of A and B from the relationship.

To open the commitment, there are two possible scenarios:
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– B comes to his (or her) senses, and identifies A either as the best thing that
ever happened to him (or her) or not. In the first case, B reveals his (or her)
secret string x, and the commitment is done. In the latter, A is devastated,
and may have a rebound relationship with C, just to find out that C was
advising at the same time to B to leave A [2, 3].

– A succeeds to solve the commitment, i.e., to find an x′ such that c ≡
gx

′

mod p. In this case, A learns on B intentions, and may decide to end
the relationship as the bastard was willing to get married only in 2100, or as
once reported “when hell freezes over”. On the other hand, such a success
can show that A can read the mind of B, proving that this pairing should
take place, thus encouraging B to offer a true commitment.

4 Security

The security of the proposed solution is mostly based on the gap between A
and B. For example, if A has access to the computer used by B to generate
the commitment, he (or she) can use this access to reveal x without putting
too much effort into the problem. This is obviously a weakness of the human
relationship model, and it has to be addressed in a wider framework of universal
compostability, which we leave as an open problem.

Going back to the security of the proposed solution, one can easily see that
as long as there is a gap between Diffie and Hellman, they cannot come together
to think about how to help A solving the challenge. Of course the use of al-
gorithms like baby-step-kid-step-adolescent-step should be used only when the
commitment required is about bearing kids.

5 Possible Extensions

In some scenarios A may wish to produce a weak commitment himself (or her-
self). In this case, A may still feel the lack of a similar action from B is as
devastating as in the case of a true commitment. Hence, B can offer a weaker

commitment, which is a commitment to the event of giving a weak commitment
(where x is the date of giving that weak commitment). Of course, A may wish to
offer the same weaker commitment first, for which, B must offer the even weaker

commitment, and so forth.
In some scenarios, the above protocol becomes a multiparty protocol. For

example, if B has a secret affair with A1 who awaits the moment B ditches A
in his (or her) favor. In such a case, B is required to give both A and A1 the
same commitment, stating the date of choosing between the two. Of course, B
may choose to give two different commitments which collide, hence, offering a
collision attack between the commitments. While a simple Weil pairing can be
used to solve the case of A and A1, following Joux’s multicollision attack, we
are afraid that the multiple problem of s entities {Ai} (for i = 1, . . . , s), requires
the use of stronger mathematical assumptions.
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For example, it is well known that in order to have three Ai, B must use
untraceable operations (as otherwise, A1 may learn on the existence of A2). The
assumptions needed to prove the security (and the safety) of B in these settings
are still under research (e.g., [1]).

Another potential research direction concerns the lack of hiding in our pro-
posed commitment scheme. Namely, if A suspects that the commitment he (or
she) has received from B has something to do with their future marriage, he (or
she) can verify that it does not include statements of the form “On (date) I shall
choose between A and A1 according to a coin flip”. Given the fact that love
should be blind as well, it seems extremely important to blind the commitments
themselves, thus preventing such weaknesses.

Finally, we note that commitments related to moving in together must take
into consideration the “key exchange” problem that must ensue if A moves in
with B (or vice versa). In some cases, this key exchange takes place before any
commitment phase, which ensures both the hardness of the protocol, as well as
its completeness (if only A gives a key to B, one can only assume what will
happen to the relationship in the presence of C).

6 Concluding Remarks

Modern times lead to modern problems. This can be seen by the fact that the
problem studied in this note did not exist 100 years ago, where a different pairing
model was used. As it is easier to travel and meet more candidates for social
dating, the problem of random pairing has become important.

It is worth mentioning that following recent trends, future researchers will
have to incorporate a three-way commitment scheme (between A, B, and C who
started recently to find B attractive), or even the general problem of multi-party
dating protocols.
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