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Cryptologic timeline
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Personal reminiscence
Technical reminiscence
IJACR history

Vision of a possible future
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e Social consequences?

Thinking points

 Economic implications?

e New business models?
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1956

CRYPTANALYSIS

a study of ciphers and their solution

{ -'i

166 cryptograms

enf, subeiifution

v odition. madorn |
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IBM Research

1967 --

:
PROGRAMMING
LANGUAGE

KENNETH E. IVERSON
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The 1970s
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1975 -- Microprocessors

Wbt ]1$
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1976 -- New Directions

e public key-distribution
e public-key cryptography
o digital signatures




1977 -- DES

FIPS FUB 46

Federal Information
Processing Standards Publication 46

1977 January 15 : .
SPECIFICATIONS FOR THE ’*gm éj
DATA ENCRYPTION STANDARD

The Data Encryption Standard (DES) shall eonsist of the following Data Encryption Algorithm to
be implemented in special purpose electronie devices. These devices shall be designed in such a way
that they may be used in a computer system or network to provide eryptographic protection to
binary coded data. The method of implementation will depend on the application and environment.
‘The devices shall be implemented in such a way that they may be tested and validated as
accurately performing the transformations specified in the following algerithm.

DATA ENCRYPTION ALGORITHM

Introduction

The algorithm is designed to encipher and decipher blocks of data consisting of 64 bits under control
of a 64-bit key. Deciphering must be accomplished by using the same key as for enciphering, but
with the schedule of addressing the key bits altered so that the deciphering process is the reverse of
the enciphering process. A block to be enciphered is subjected to an initial permutation /P, then to
& complex key-dependent computation and finally to a permutation which i the inverse of the
initial permutation IP-\. The key-dependent computation can be simply defined in terms of a
function f ealled the cipher function, and a function K5, called the key schedule. A deseription of
the computation iz given first, along with details as to how the algorithm is used for encipherment,
Next, the use of the algorithm for decipherment is deseribed. Finally, a definition of the cipher
function fis given in terms of primitive functions which are called the selection functions 5, and the
permutation funetion P. 5, P and K35 of the algorithm are contained in the Appendix.

The following notation is convenient: Given two blocks L and R of bits, LE denotes the block
consisting of the bits of L followed by the bits of B. Since concatenation is associative B, By ... By,
for example, denotes the block consisting of the bits of B, followed by the bits of B, . .. followed by
the hits of B,.

Enciphering

A sketeh of the enciphering computation is given in figure 1.
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1978 -- RSA

p,q prime

n=pQ

ed =1 mod (p-1)(g-1)
C=M®modn

M = C%mod n
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Cryptography Everywhere

Tom Berson

Anagram Laboratories

and Xerox PARC
2 December 2000
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1980

MARTIN E. HELLMAN

THOMAS A. BERSON
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Organizers:
Allen Gersho
Len Adelman
Whit Diffie
Martin Hellman
Dick Kemmerer
Alan Konheim
Ray Pickholtz
Brian Schanning
Gus Simmons
Steve Weinstein
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SHIFT

KR IRPUT
K_

K1 il Rl

K2 i R2
g KS

K16 i s R1E

1
: Coureir ]
;T;EHB'I’H QUTPUT

MEASURE

Fig. 1. DES is shown as & pipeline to illuastrate the
relationship between the En and the Ra, Also shown are
the proposed placemente of KR, a T6B-bit key shift

reglster and of WE, a key strength measurament function.

Figure 1 illustrates the relatiomship between the rounds of
DES (R1-K16) and the key {E1-K16). It mzsumes that all En are
precomputed and stored io & key register ER. KR 13 shown as &
ahift register, although other orgenizetions are also poaaible
{e.g. an array of 16 48-bit worda). If the En are not stored
internally then the same effect can be gained by requiring ioput
of the each En at its appropriate round. This may lead to serious
timing problems.

Ko matter how ER is orgenized, the making of KR (end thereby
the En) directly accesaible allows the user to bypass the
atandard ES and insert any T68 bits of key.
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Would we get arrested?

T
e o Uﬂl.n??r

| o S

d,. A. Mayer
L] n—hqu R,
Rerhesads, Md. T0006

7 daly 17

Me. E. K. Gammst
Seaff Secretsvy. LEEE Publicetioss Woerd

IEEE Hg.
34% East &7vh SEreet
Eew Yark, H.¥. V00T

Dear Hr. Canmet

f Bave seticed in tho past womths that verlous TEEE Groups hawe Hﬂt_
publishing and éxporcleg techaloal articles on enc lon s
A technical] Fleld whileh la covered by Federal atloss, visi
(Interpat lonal Traffle in Ared Regelstions, 1T CFR 151-1“;-. I snpumm
that the ICEE Sroups ate u.-!-ilin with :lm ch apply to publlestion
and #xpait of ussl A= 2 b 1 data, and T
it Traw your aicestlion bo l-'lllllh I have esc1o] fau pagios
shich are persinent. Er R

Tho key points of ITAR are that 1m|ﬂ¢l technical Ml
covered (J3 CF 133,09 ). ALl fores of [T na Esd
iyeposin, are -svered (31 CFR 135.03). um-l are nﬂ,u-ln-l vn'lﬂl che
material la exe=ared (27 CFR 1239.08). Frior spproval by a cognizant
governsest egecsy la Tegulved before publlcation withis the U.5. { 33 €FR
123.11, foetroze 3). Encryptliom and erypislogle and melsted myatems are
covered by [TAE (Categorles !{l{:'.i RITICh) ¥. Tha Tegulstlons are lssued
wrdEr lev and hsese have Paree of law (Mutusl Security &t of 19, Seotiom
A& = 33 USE 1334},

Altbgugh L7800 covers a very wide rasge of weapons technologles, avomle
weapoms and crypiology are alas cowered by special sesrecy laws [ &2 USC 2376-T77
and 18 USC 758}, &n indication of the isortasce of these techrolsgles.

Tee June 1977 Inforsstion Theary Groep ¥eusletter contalms liIH-lt'I-l
L% Oct 15 ar which 1 wan proposed that the IT Growp becsp
sdvisar to Wbeag ciyptologic mnqr and u-:-nr!l'_r. and thi o
faf papéfm OR ERGTFPETD - e
The reassn glwen win Ehal MRS I:p.r.l om ,- ane Ed _qlup o relar to for
arypiolegle sdvice. lowever, Executive Order 1T90% defimed chet consolidation
e povernmant policy. The IT Oroup seess sctive iR crypiology, and hawe
publlakhed agvere] paperw In the How 16 and Hay 7 a Elafi=1T. The JunRs
1977 fesue of Cosputer alss had an article Qo the nase :#uﬁiu area. -
one &l the papers wap presecbod at an TEDE sysposive ot Ronraby, Swedes.
Several pagate on enoryptilon vere glven st 1ICC=77, & paper on epoech scrsshlierd
wad given ot & VG meoting ot Orlando, this Spring. Another papés on @

amblery (e psheduled for Ehe Cybarnetics mesting in hptuﬁn in Washingtan,

bR & L] nl‘urll!:leu. Thiso La neu-hu
1977 m'ﬂ‘hlﬁ (111355 VR T R iiEatat iy EH "’ﬁi_

e e progras, Prol. Ephresides, docls wn I.
nows lettor (Er.:-hnu:l that ha wpuld Foruwasd pvunl-ln ef me wll dimect by

ko the USSR §n aeeard wich an DELE-USER Hulﬂu- if any technical Hr.h_.
h sneryptlon or cryptslepy are sent to USSR before. they have beem pub L
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Would we-get arrested?

—

0
e i WLpper
1“‘ : . - i & &
.i--HI'rHI

SR ';am Kamakegan R,
pechesds, Md. T000H

.........

7 Jaly 17
ME: E. K. Gannst
Seaff Secretsvy. LEEE Publicetioss Woerd
IEEE Hg.
345 Easr &7uh Skreet
B Park, H.¥. 10OET
Dear Hr. Canmet
f have sebils : Tast worths thet verious TEEE Groups hawe BeE
pubiiss PR exporrleg cechaloal srticles on 1n=ﬁElﬂn ard ﬂl- Eﬂhﬂ —
=3 1 Elazs, vz
i "1‘?!': :":u,l*'l"?_if'_"?'fff"..!f:ﬂ"ﬂ ren 1:I_15l'll. T anmume

The key polnts of ITAR are that unclassified technical data
covered (37 CF2 123,01). All forms of export, including publications end

symposia, are -overed (22 CFR 125.03). Licences are required unless the
material is exs=mpted (22 CFR 125.04). Prior approval by a cognizant

government agercy is required before publication within the U.S. ( 22 CFR
125.11, footmo:e 3). Encryption and cryptologic and related gystems are

_ vovered by ITAR (Cetegories XI(gc), XIIL(b) ). The regulstions are issued

under law and hence have Force of law (Mutual Security Act of 1954, Section
414 = 22 USC 1934).

Although ITAR covers a very wide range of weapons technologies, atomic
weapons and cryptology are also covered by special secrecy laws ( 42 USC 2274-77
and 18 USC 793), an indication of the importance of these technologles.

The Fliksn, glven wai Ehat MRS had only one E& _q;i!u;l o relar to for
Solrgle adviss., Hawever, Exgcul ive Order diefised chat consalidation
s gom 3 policy. The IT Croup seess sccive IR crypiology, and hawe
iy PUBLlaNed mgWd in the How 15 and Hay T7 Tra tlami=1IT. The Juns
1977 tesun of [ospuler - Lizle in rhe sase Cochro lod
One &l the papers wap presecbod at an o Rpe nraty , suaden.
Several pagate on enoryptilon vere glven st 1ICC=77, & paper on epoech scrsshlierd
wad given ot & VG meoting ot Orlando, this Spring. Another papés on @
egaislesy is ssheduled for the Cybarnrtics mecting in Septesber in Washingtan,
197 i THen VR FaRbIR el BERSRA o rle o pmet B el T s
exchange progras, Prof. Ephremides, docls en page 1 & 'l= unz
povEletcor (enclased) that ho wyld forwasd preprisss of new werk divestly
to the (S5R §n aecard wich an DECE-USER Hrt-ﬂu- if any technizal F:ﬁ'a"
an sneryptlon orF crypitslagy are sent to SR belore. they have beswm pu - n
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1982 -- Was DES secure?

i uSe_aud Moot Selnon

K, Key %-:1-|--Ku
!

=
o[ | [s.] taels| [s] weofs|[s] wels][s
alel el «lal (8] =%l =& is
=
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1983 -- Were PKCs secure?

 DH knapsack broken
e Much factoring work

e Other candidates
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1982/83 -- IACR founded

Chufy P

UNIVERSITY OF CALIFORNIA, SANTA BARBARA

BEREELEY * DAVIS + IRVINE * LOS ANGIELES * RIVERSIDE = SAN MECO + AN FRANCIHOD SANTA BARABARA » BANTA CHUTZ

DEPARTMENT OF COMPUTER SCIENCE SANTA BARBARA, CALIFORNIA 3106

March 5, 1983

Tom Berson

SYTEK, Inc.

11582 Bordeaux Dr.
Sunnyvaie, CA 94086

Dear Tom,

It is my pleasure once again te thank vou for all your help in making
CRYPTC 82 such a success!

You wili be pleased to know that Alan Sherman and Ron Rlvest
have lust sent the proceedings to the publisher. Plenum promized a
mia X imuim of 9 o

ke planning committee nominated during the conference meti
after lunch on the final day. A working title was adopted: "Intemational
Assoclation for Crypiologic Research.” Those at the meeting also
decidad that the organization should sponsor a meeting In Europe this
March, and CRYPTO 83 in Santa Barbara In August 83. The EUROCRYPT
meeting will be taking place shortly.

| was - In view of
this, and my role as general chairman for CRYPTO 82,1 asked Alan
Konhiem to be general chaiman for CRYPTO 83, (1 had already made
tha nacessary reservations.) He has contacted Nail Sioane, who has
agreed to be program chairman,

As you may know, the official sponsorship of CRYPTC 82 remains a
confused matter. CRYPTO &3 will be sponsored by the organization and
the Cocmputer Science Department. Some progress is being made In
trying to roll over the surplus funds (approximatley 3k) for use by
CRYPTO 53, | expect that the atlendees at CRYPTO 53 will vote to
have the CRYPTO n series continua to be sponsored by the organiza- Fﬁc

tion.



Clafe DL

UNIVERSITY OF CALIFORNIA, SANTA BARBARA

BEREELEY * DAVIS + [AVINE » LOS ANGELES * RIVERSIDE = SAN IMECO + AN FRANCIHOD SANTA BARABARA » BANTA CHUTZ

DEPARTMENT OF COMPUTER SCIENCE SANTA BARBARA, CALIFORNIA 3106

March 5, 1983

Tom Berson

SYTEK, Inc.

11582 Bordeaux Dr.
Sunnyvaie, CA 94088

Dear Tom,

It is oo FEUTE once again to thank you for all your help in making
TPTC aE sur:h a successl

The planning committee nominated during the conference met
atter lunch on the final day. A working title was adopted: "Intemational
Assoclation for Cryptologic Research.” Those at the meeting also
decidad that the organization should sponsor a meeting In Europa this
March, and CRYPTO 83 In Santa Barbara In August 83. The EURDCRYPT
S meeting wil! bE tﬂhing plitl::e ﬂhurﬂ}.r.

tha nacessary rﬂsa- p e
agreed to be program cha}rman

As you may know, the official sponsorship of CRYPTC 82 remains a
confused matter. CRYPTO &3 will be sponsored by the organization and
the Cocmputer Science Department. Some progress is being made In
trying to roll over the surplus funds (approximatley 3k) for use by
CRYPTO 53, | expect that the atlendees at CRYPTO 53 will vote to

have the CRYPTO n series continue to be sponsored by the organiza- F.'."c ).';'“

1982/83 -- IACR founded

tion.



International Association for
Cryptologic Research, Inc.

 “To promote research in cryptology”
 Nevada Corporation 16 June 1983

Directors:

— Ernest Brickell, David Chaum, Whitfield
Diffie, Robert Jueneman, Denning, David
Kahn, Stephen Kent

Paranoid bylaws initially
US tax-exempt scientific organization
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 Crypto '81-- UCSB
 Crypto '82

L1 Crypto '83

— Organizers: Alan Konheim, Neil Sloan, David
Chaum, Paul Eggert, Whit Diffie, Selim Ak,
Henry Beker, Tom Berson, Dorothy Denning,
Allen Gersho, John Gordon, Robert
Juneman, Gus Simmons

Harox Pals Als Ressarch Canter ‘ X



e April '81 -- Burg Feuerstein, Germany
[1 Eurocrypt '83 -- Udine, Italy

e Organizers

— Henry Beker, Thomas Beth, David Chaum,
John Gordon, Guiseppe Longho, Fred Piper
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1982 -- IACR had 102 members

from 9 nations
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1980s -- LAN cryptosystem
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e Asiacrypt '91 -- Fujiyoshida, Japan

— Qrganizers: Shigeo Tsujii, Yoshihiro Idaware, Masao
Kasahara, Kenji Koyama, Ryoko Akiyama, Hideki Imai,
Toshiya Itoh, Shin-lchi Kawamura, Naohisa Komatsu,
Sadami Kurihara, Kaoro Kurosawa, Tsutomu Matsumoto,
Hideo Nakano, Koji Nakao, Kazuo Ohta, Tatsuaki Okamoto,
Ryoui Onda, Kazuo Takaragi, Kazue Tanaka, Atsuhiro
Yamagishi

 Many other Asiacrypts in many places
[1 Asiacrypt 2000 -- Kyoto, Japan
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1990s -- Differential CA

[1 MD5
~ SAFER (with Lars Knudsen)

[1 McEliece PKC

Marox Pale Alta Rasdarch Cantar
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Related-message Attack
We will now generalize the message-resend attack. Suppose that there are two cryptograms

¢, =mSGP +e,

and m#m, &#e
c, =m,SGP +g,

and that the cryptanalyst knows a linear relation, for example m, +m, , between the messages. We call
this a related-message condition. In this case the cryptanalyst may recover them, from the set of C, by
doing one encoding and by then following the attack method of Section 4.1. Here are the details.

Combining the two cryptograms we get
c, +c, =mSGP +m,SGP +¢, +e,.

Noticethat m, SPG + m,SGP = (m, +m,)SGP, avalue the cryptanalyst may calculate in arelated-
message condition from the known relationship and the public key.

The cryptanalyst solves
C, +C, +(m +m,)SGP =¢, +e,
and proceeds with the attack asin Section 4.1, using (C; +C, +(m, +m,)SGP) inplaceof (C, +C,).

Remark
The message-resend attack is that special case of the related-message attack where m, + m, =0.
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« PKC accepted and in wide use

 DES secure against all but exhaustive
search attack
— Not even DCA and LCA defeated it

— Replaced by AES

e Academic cryptography is thriving
Maros Palis Alts Russarch Canter ‘ X



2000 -- IACR has 959 members

from 52 nations
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In the past 20 years

* Arcane to commonplace
 Difficult to easy
e EXpensive to cheap
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But “everybody” still believes

Cryptography is hard and expensive
Mathematically complex
Performance slow

And designs around it



Ron Rivest

 |Invented RSA 10
years too soon

 Performance was
awful in 1978

o Patent expired on
Sept. 20, 2000
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And that got me to thinking

e That what “everybody knows” Is wrong
 And is getting more wrong real fast

 What would happen if we started
knowing something different

Harox Pals Ahla ::ﬂrr:h ﬂ:::lr 1;-—
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Moore’s Law -

Open conferences and literature
Textbooks and handbooks
Internet, e-commerce, wireless
Young people entering the field
Rise of successful businesses
Consumers use cryptography

Commodification and integeration of
cryptographic devices

Easing of government regulation
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e
RSA speed (K 512-bit op/sec)
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DES speeds (Mbyte/sec)

10000
1000
100
10

1

0.1
1980 1985 1990 1995 2000 2005

Karox Pale Alte Ressarch Cantar



Marox Pale Alta Rasdarch Cantar

parc | X



Young people entering field

o 20% of attendees at Eurocrypt 2000
registered as students

e 300 people signed up for Dan Boneh's
Intro to Crypto course at Stanford
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consumers make wide use of
(hidden) cryptography

« TLS (SSL) and SET protocols
o Cellular telephony

« Pay television and IPPV

« Point-of-Sale terminals

Marox Pale Alta Rasdarch Cantar
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Moore’s Law

Open conferences and literature
Textbooks and handbooks
Internet, e-commerce, wireless
Young people entering the field
Rise of successful businesses
Consumers use cryptography

Commaodification and integeration of
cryptographic devices -

Easing of government regulation
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Commodification of
cryptographic devices

 EX. BlueSteel Networks
— Founded April 1999
— To make accelerator chips
— First chip sampled September 1999

— Bought by Broadcom
 November 1999 -> Mar 2000
» Gigabit Ethernet, cable modems, set-top boxes

Harox Pals Als Ressarch Canter
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Vision for 2020 -- A future of
cryptographic abundance
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1 A great or plentiful amount; ample
sufficiency; profusion; copious supply;
superfluity.

2 Fullness to overflowing.
3 Wealth.

e -- strictly applicable to quantity only, but
sometimes used of number.

No need to conserve
Xarox Pale Alla Resdarch Canter 1;-_
E.g., IP protocol operations 5\



e User interface complexity?
« Key management issues?
 Government regulation?

What do you think?



Imagine a world of abundant
cryptography

e Cryptographic operations fast, plentiful

 Encapsulated and hidden from users

Marox Pale Alta Rasdarch Cantar
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What would things be like in
that world?
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Scientific questions

 Complexity theory

* |Information theory

Harox Pals Alla Reddarch Canter
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Engineering tradeoffs

Ecology

Systems engineering
— Architectural decisions (Show cryptoserver)
— Key management

Protocols
Infrastructure
Algorithms



Cryptography as a
network service

.

v

ERVER

ERVER
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Network-based cryptographic operations
— Trust model issues

>10,000 1024-bit modular
exponentiations/sec by December 2001

We expect 10Gb/sec Ethernet soon after

At these speeds cryptography is no
longer the bottleneck

Harox Pals Als Ressarch Canter ‘ X



Complexities of key
management must be hidden
from the user

 Perhaps even at the expense of security

e PKI acceptance is an Human-Computer
nterfacr (HCI) issue

 |t's about usability

Cryptography needs to disappear into
the Infrastructure

Marox Pale Alta Rasdarch Cantar
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Engineering tradeoffs

e Systems engineering
— Architectural decisions
— Key management

 Protocols
e Infrastructure
e Algorithms



* Privacy scales nearly linearly with
computational burden

 Charge per-tree

« Examples:
— Private information retrieval [chor et al.J[Cachin]
— Group authentication [chaum, van Heist] [CDS]
— Mix networks [Chaum][Jakobsson]
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Engineering tradeoffs

e Systems engineering
— Architectural decisions
— Key management

 Protocols
e Infrastructure
e Algorithms



Social implications

e Membranes and sinews
e Privacy
 Work practices
« Communities
— Big
— Dispersed
— Frothy



Ad hoc networking

* Blue Tooth (of course)

e Casual LAN (CLANS)

— Wearable computers
— Modular robotics

~parc | X



New businesses possible

 Enable the access economy
— (markets, property) => (networks, access)

e New business models
e New Industries



Access economy [Herb Simon]
Authentic experience

Digital property rights
Monetary dematerialization

Attack vs. defense

— Implications for SIGINT and surveillance
— Military implications
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Political implications

« Changing role of government
* Information warfare

Marox Pale Alta Rasdarch Cantar
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* Does this make sense to you?
e Can you use it in your work?

e Go forth and spread the word
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Cryptologic future
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2020 - Cryptography Everywhere
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berson@anagram.com



